5’18’3’6’] ﬂ’l‘l?ﬂi)\‘]ﬂﬂ‘l?}
SNAIV1 922102 Sduuﬁamﬂmﬂm 2

“I8N15L38USN 5 Social Media

504 lllegal Online Reporting

ASHEADY AFEITIYT QATNTY




Unit 5 : Social Media

lllegal Online
Reporting




1) 9ruudIvanIIwazdanieIfy
Sose1vanssulauesis

2) WeuIsn1sInnskazunlataum
pUBIUINI Ul UD A






r

Q7
Have you ever received
a suspicious email?

O Yes, | have.

No, | haven't. S /1N

‘ I'm not sure. ‘1 |




Q?
Is it safe to click on ‘4’
random links online?

O Yes, it is.

‘ Sometimes.

s
© No, itisn't. (‘ ,
 \



Q?

Have you ever seen fake ‘4’
news online?

O Yes, | have. n 0

No, | haven't. g -
‘ | see it often.




Q?
Is it safe to share passwords ‘9
with friends?

O Yes, it is.

username

N .t - ’t KKK KXX
o, it isn’t.

@ Only with my best friend.




-

Q7
Do you think cyberbullying
IS a problem?

) Yes, it is a big problem.

7
No, not really. %/ , A

r/

‘ I'm not sure. |




Thanks for @
sharing your —i—

answers! N
B,
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jailed (adj. / v.)

- put in prison
for doing
something wrong
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organization (n.)

- group working
for a purpose




tiny (adj)

- very small




bank account (n.)
HH

= &

- a place to keep
money in a bank




delighted (adj.)

- very happy




arrest (v.)

- taken by police
for crime
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Cyber Crime

Fake Credit Cards

Last week, a man named Monty was sent to jail for copying thousands of credit cards.
Monty was the leader of a gang. They added a small hidden machine to cash machines
at petrol stations. This machine copied information from the credit cards when people
used them. The gang made copies of the cards and used them to buy things in shops
and on the internet. They also used the copied cards to take money from people’s bank

accounts. Monty copied 3,500 cards and stole over $27,000.

Virus emails!

On the morning of 4 May 2021, thousands of people received an email with the
message: “You are awesome.” Feople were happy to get it. But the email had a wvirus.
When people ocpened it, the virus sent itself fo everycne in their address book. It spread
guickly and caused serious problems for hundreds of computer systems. Even large
organizations, including the British government, had to close their email systems to
remove the wvirus. A Filiping programmer created the virus, but the police finally arrested

him.

Instructions: Read the passage carefully. Answer all the guestions in complete sentences.

1. How did the hidden machine copy credit card information?

2. What did the gang do with the copied credit cards?

3. How did people feel when they recerved the email?

4. What problems did the virus cause?







Fake Credit Cards

Last week, a man named Monty was sent to
jail for copying thousands of credit cards.
Monty was the leader of a gang. They added
a small hidden machine to cash machines at _
peftrol stations. This machine copied information
from the credit cards when people used them. @
The gang made copies of the cards and used =, &
them to buy things in shops and on the internet. -

They also used the copied cards to take '
money from people’s bank accounts. Monty

copied 3,500 cards and stole over $27,000. .

R
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Virus emails!

On the morning of 4 May 2021, thousands of
people received an email with the message:
"You are awesome.” People were happy to get
It. But the email had a virus. When people
opened It, the virus sent ifself fo everyone in their

address book. It spread quickly and caused
serious problems for hundreds of computer
systems.

Even large organizations, including the British
government, had to close their email systems 1o
remove the virus. A Filipino programmer created
the virus, but the police finally arrested
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1. Get into groups of 5.




2. Read the passage carefully.




3.Answer all the questions in
complete sentences.




4. Ring the bell when you finish.
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Cyber Crime

Fake Credit Cards

Last week, a man named Monty was sent to jail for copying thousands of credit cards.
Monty was the leader of a gang. They added a small hidden machine to cash machines
at petrol stations. This machine copied information from the credit cards when people
used them. The gang made copies of the cards and used them to buy things in shops
and on the internet. They also used the copied cards to take money from people’s bank

accounts. Monty copied 3,500 cards and stole over $27,000.

Virus emails!

On the morning of 4 May 2021, thousands of people received an email with the
message: “You are awesome.” Feople were happy to get it. But the email had a wvirus.
When people ocpened it, the virus sent itself fo everycne in their address book. It spread
guickly and caused serious problems for hundreds of computer systems. Even large
organizations, including the British government, had to close their email systems to
remove the wvirus. A Filiping programmer created the virus, but the police finally arrested

him.

Instructions: Read the passage carefully. Answer all the guestions in complete sentences.

1. How did the hidden machine copy credit card information?

2. What did the gang do with the copied credit cards?

3. How did people feel when they recerved the email?

4. What problems did the virus cause?
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It’s time to
ring a bell! ~F&5

B,




1 How did the hidden machine
copy credit card information?

Correct Sentence

It copied information from credit cards
when people used the cash machines.




What did the gang do with the
copied credit cards?

Correct Sentence

- They made copies and used them to
- buy things and take money from
~ people’s bank accounts.




How did people feel when they
received the email?

Correct Sentence

They felt happy and excited.




What problems did the virus- 0
cause? :

Correct Sentence

It spread to many computers and
caused big problems, even for the
British government.
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Instructions:

Situation:
A man uses computers to attack his ex-girlfriend by sending her threatening messages.
Question:

If you were the ex-girlfriend, what would you do?

tell him clearly to stop
block him on social media and email
report him to the police

ask my family or friends for help

save all the messages as evidence

Paragraph to Complete:

If | were the ex-friend, | would try to do these useful ways to keep me away from

this cruel man. Firstly, . This would make him calm and understand

that everything is ended. If he does not stop, . Therefore, he
can’'t send me anythine anymore. In case things get worse, who

are sure to help me. . Then | would be happy

forever.




Situation:

A man uses computers to attack his

ex-girlfriend by sending her

threatening messages.




Situation:
A man uses computers to attack his ex-girlfriend
by sending her threatening messages.

Question:

If you were the ex-girlfriend, !' iy
what would you do? PR




e tell him clearly to stop



e block him on social media
and email




 report him to the police




e ask my family or friends for
help
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e save all the messages as
evidence




If | Were...Mission:

Solve the Problem!




If | Were... Mission: ’
o Solve the Problem!
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Worksheet 2




If | were the ex-friend, | would try to do these

useful ways to keep me away from this cruel

man. Firstly, | would tell him clearly to stop.

This would make him calm and understand that

everything is ended. If he does not stop,

| would block him on social media and email .




Therefore, he can’t send me anything

anymore. In case things get worse,

| would tell him clearly to stop.

who are sure o help me.




(

| would report him to the police and ask my

family or friends for help. | would also save all

the messages as evidence

=
Then | ld be h f : /
en | would be happy forever " ‘@404‘1
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Instructions: Work in groups to discuss how you deal with these crimes.

Crimme 1

A scammer hacked your computer and sent emails to those in your contact list to ask for

money. What would you do to solve this problem?

Crimne 2

You got an e-mail with an unsafe link. Sadly, the link took you to a dangerous website which

took all your important data of your company’s project. What would you do?

Crimne 3

Your mom'’s bank account has been hacked and all her money has gone. She is very sad.

How would you kelp your mom?
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Instructions: Work in groups to discuss how you deal with these crimes.

Crimme 1

A scammer hacked your computer and sent emails to those in your contact list to ask for

money. What would you do to solve this problem?

Crimne 2

You got an e-mail with an unsafe link. Sadly, the link took you to a dangerous website which

took all your important data of your company’s project. What would you do?

Crimne 3

Your mom'’s bank account has been hacked and all her money has gone. She is very sad.

How would you kelp your mom?
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Crime

A scammer hacked your computer
and sent emails to those in your
contact list to ask for money.

What would you do to solve this problem?



You got an e-mail with an unsafe link.
Sadly, the link took you to a dangerous
website which took all your important data
of your company’s projecit.

What would you do?



Your mom’s bank account has been hacked
and all her money has gone.
She is very sad.
How would you help your mom?






Crime

A scammer hacked your computer
and sent emails to those in your
contact list to ask for money.

What would you do to solve this problem?



You got an e-mail with an unsafe link.
Sadly, the link took you to a dangerous
website which took all your important data
of your company’s projecit.

What would you do?



Your mom’s bank account has been hacked
and all her money has gone.
She is very sad.
How would you help your mom?
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1. ’Lumfmifﬁ 1 (394 Online bullying
2. Tueuil 1 3849 Online bullying
3. °I.U<1'mﬁ 2 Gim Imperatives
4. Tuaud 3 (394 Interview
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